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Labels last a lifetime:  
Key steps towards better pupil data  
and why we need to take them. 

Diverse Educators, 6 Jan 2018
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Current collection and use of data

2

Future collection and use of data?
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school census 2016 
#Formfail
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As seen on twitter 
reportedly outside the Department for Education,  
Great Smith Street, London

5

#Formfail
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https://www.whatdotheyknow.com/request/377285/response/941438/attach/
4/20151218%20DfE%20HO%20Final%20V0%201%20REDACTED.PDF.pdf

From December 2015 - 
October 14, 2016 incl 

“Nationality data 
(once collected)”
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Immigration enforcement and police*access

Note: police* access missing pre-July 2015 see Ministerial correction 27.11.2017 HCWS272
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DfE published its statistics for the first time on December 14, 2017 on the 
return rate of nationality and country of birth data after two census 
collections of nationality and country of birth data.
Sumary: Jan. 2017, of 8.1 million pupils registered at schools in England:
• 23.5% of pupils have no recorded country of birth
• 20.6% country of birth is not yet obtained (NYO)
• 1.9% country of birth refusal (plus 1.1% not known – should be used 

where truly unknown and separate from NYO) = 153,900 refusals.
• 25.6% of pupils have no recorded nationality of which 22.5% is not yet 

obtained and 2.1% refusal (1.0 not known) = 170,100 refusals
• 74.4 per cent of pupils were recorded with a specific nationality. Of 

those pupils where a nationality was provided, 91.4 per cent were 
recorded with a nationality of British

The data quality is clearly very poor, with over a quarter not providing 
nationality, and a significant active refusal rate.

Nationality data stats. first release Dec 2017
12



source: https://www.slideshare.net/OECDEDU/education-data-in-england-uk

NPD = 23 million and growing
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Dangermouse Not anonymous
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Alternative Provision 
census 2018 

#LabelsLastaLifetime
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SEND 

 

19

20

21



22

SEND 
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Public Interest Research
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https://www.gov.uk/government/publications/dfe-external-data-shares

‘National pupil database third-party requests’ includes:
• tier of data: description of data held within each tier
• June 17 to Sept 17: third-party requests for data from the National Pupil Database completed 

during this period
• open: open third-party requests which have received no data up to 31 May 2017
• live cases April 12 to May 17: third-party requests within terms of agreement up to 31 May 2017  

Previous versions of this data can be found on the UK Government Web Archive:
• January 2017 to May 2017
• April 2012 to June 2016

 ‘External organisation data shares’ includes: 

• DfE external data shares supported by memorandum of understandings, data sharing 
agreements and service level agreements

• data shares with Home Office
• data shares with police
• data shares through court orders

Third Party Data Re-use 26

Safe?
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http://defenddigitalme.com/wp-content/
uploads/2017/03/MimeConsulting.pdf

“We use data from the NPD  
to track your students wherever they go within England.”
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“The Tutor Hunt network helps both tutors and students find 
each other.” Tier 1 (pupil level, identifying and highly 
sensitive) 03/4/2015 and can keep the data until: 31/03/2017.
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Fair?
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“Rank and Spank” - schools or children?
32

Destinations Data

source: online DfE presentation
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Transparent?
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“Freedom from prejudice, discrimination and
bias. Rights to protect reputation, freedom  
to develop, and to promote human flourishing.”
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“Data privacy is about 
people and power.”
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The landscape 
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image source: UNICEF discussion paper series  
Children’s Rights and Business in a Digital World 
https://www.unicef.org/csr/files/UNICEF_CRB_Digital_World_Series_PRIVACY.pdf

Global edTech context

US $8 billion 
the value of the market for 
children’s educational 
technology (EdTech)
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Schools = data controllers 
Schools = power brokers  
Legal and ethical responsibilities 
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Activity

41

Why this matters ‘now’

Can you tell every child and 
member of staff where their 
digital footprint has been?
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The technology the office 
uses for admin include:
absence / sickness? biometrics 
for lockers/library/canteen/
printing? cashless systems? 
CCTV? clubs and homework? 
communications from school? 
Interoperability / data transfers 
from SIMS systems? RFID? 

Add them here in comments http://bit.ly/2vjdezo
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Why this matters ‘now’
The safeguarding providers 
used at school are:

when children use our 
computers and technology 
what information does the 
provider / company / BYOD/ 
technology tool collect? Store? 
Pass on to which others?

Add them here in comments http://bit.ly/2vjdezo
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CCTV 

biometrics 

AI-AR-VR-RFID 

behaviour tracking 

more personalised learning 

classroom / BYOD Internet monitoring 

prediction of attainment / behaviour / exclusion 

interoperability with information management systems

45



• Personal data 

• Fair processing? 

• Accuracy 
• Redress
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“Kids don’t care  
about data privacy.”  

 

47

“So what.  
Show me the harm.”  
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“Children merit specific protection with 
regard to their personal data, as they may be 
less aware of the risks, consequences and 
safeguards concerned and their rights in 
relation to the processing of personal data.”

GDPR: a child rights basis

Recital 38
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“Children’s education should develop 
each child’s  personality, talents and 
abilities to the fullest.”

Freedom to Develop, Parental prejudices, 
Data Bias, and Rights to Protect Reputation, 
to Promote human flourishing.

 [UN Convention of the Rights of the Child]
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What’s next?

53

The future: trust and prediction?
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Bias. Discrimination. Racism. 

56

The future: 
big data, machine learning, 

and “rank and spank” screening?
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“Data on student’s ethnicity and religion 
were deliberately excluded from the dataset 
in an effort to prevent algorithmic bias. 
Although some factors will influence the 
algorithm’s decision more than others, 
Sanders refused to say what those factors 
where. 

This is partly because he doesn’t want 
schools to know how the algorithm makes 
its decisions, and partly because it is 
difficult to know exactly how these 
algorithms are working, he says. 

“The process is a little bit of a black box – 
that’s sort of the point of it,” he says.”

Wired, December 14, 2017

source: http://www.wired.co.uk/article/nudge-unit-machine-
learning-algorithms-schools-ofsted-doctors-behavioural-insights

       

One-way accountability 58

One-way transparency
"Civitas Learning is one of a number of 
additional vendors now working closely with 
us as a result of the event. A leading analytics 
organisation in the US, Civitas has experience 
in using advanced analytics, machine learning 
and data science, through a vendor and 
solution-agnostic platform that’s integrated 
with more than 93% of VLEs and 85% of 
student information systems. It produces 
multiple institution-specific models, building 
approximately 30 predictive models per 
institution to more precisely leverage learning 
analytics. In the UK Civitas Learning’s work 
now spans post-1992 universities to Russell 
Group institutions, and its network currently 
includes more than 285 institutions campuses 
reaching more than 6.5 million students across 
the world.”

          source: JISC, January 3, 2017
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On the way to Personalisation

“There is also a lot of data that is available 
to teachers that enables them to get an 
understanding of how their students are 
learning, which provides opportunities to 
make lessons more personalised, so that the 
student can learn in a more effective way 
for them. 

The start-ups who are making changes in 
the industry, are capitalising on experience," 
she continues. 

The Telegraph, 2014

source: http://www.telegraph.co.uk/education/educationnews/
10553592/Edtech-start-ups-propel-change-in-classroom-
technologies.html
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Personalisation - one personal view
2012

2013

2015

https://quadrant.org.au/magazine/2015/09/fall-meritocracy/
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The future of personalisation
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The best interests of the child
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Public trust is vital 
in the best interests of  

a) the child,
b) relationships of confidence

and  
c) public good
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The future: privacy vs identity?
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“the price of innovation does 
not need to be the erosion of 
fundamental privacy rights.”  

[Elizabeth Denham, The Information Commissioner 
3 July 2017, findings on Google DeepMind and Royal Free] 
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What can we do?
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You can help.
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Action: Understand the landscape  
at national and at all levels 

 
1. Collaborate 
2. Communities 
3. Contribution 

http://bit.ly/2vjdezo
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“Will the Minister talk to the DfE about this, and include a warning about 
the national pupil database? The NPD routinely collects highly sensitive 
data about all the nation’s children and shares them across government 
departments, with academics and with private companies. There is little 
transparency as to why it collects what it does, it is a workload pressure 
on teachers and I hope that the Minister can help them quickly address 
concerns about this data collection.
“Our digital future is uncertain. With transparency, inclusion and 
understanding, we can progress with consent and confidence.”

   Lord Jim Knight, Digital Understanding, 7/9/2017 House of Lords

Action: Make the infrastructure safe 
at national and at all levels 
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Action: Make data fair and transparent 
at national and at all levels 
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Action: Defend chidren’s digital 
footprint in the classroom and beyond 
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Mark Knight is the editorial cartoonist for the Herald Sun newspaper, Australia.
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Infrastructure must be modelled on ‘5 safes’

Data content and use must be consensual

Policy and practice must be transparent

“There should be no surprises.”
Sir Nick Partridge, of the NHS audit, 2014

What does good look like?
76

School census Jan 18, 2018
Refuse. retract. resist.
#BoycottSchoolCensus

Action
77

Alternative provision census
Jan 18, 2018
#LabelsLastaLifetime

Action
78



http://defenddigitalme.com/alternative-provision-census/

#LabelsLastaLifetime
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Jen Persson
Director, defenddigitalme 
defenddigitalme.com
jen@defenddigitalme.com

@defenddigitalme / @TheABB
#LabelsLastaLifetime

Questions?
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Further references
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• Myth busting: “Kids don’t care about privacy, they give away all their data on social media.”

• Young people use privacy settings wherever possible and still speak of disempowerment.

• GDPR supports their rights in relation to data and digital rights as set out elsewhere:


• UN Convention on the Rights of the Childs: Rights to be Heard. Rights to Freedom of 
Expression. Rights to Protection. Rights to Participation. And the Rights to Privacy, to 
Family life, and the Protection of Reputation. 


• Human Rights Act 1998 and the Data Protection Act 1998.


• i. See digital literacy work by Sonia Livingstone LSE and EU Kids Online project.

• ii. RAENG report Privacy and Prejudice young use of electronic health records (2010.)

• iii. The Data Trust Deficit with Lessons for Policymakers by Royal Statistical Society (2014).

• iv. UCAS survey with responses from over 37,000 Higher Education applicants. Over 90% 

said wanted to stay in control over who their personal data was shared with and what it was 
used for, and wanted to be asked for their consent before their personal data was provided 
outside of the admissions service. (2015)


• v. Pew Research (US) (2016).

• vi. House of Lords Report, Children and The Internet (2017)

• vii. Horizon Digital Economy Research Institute, The Internet On Our Own Terms (2017)

Discuss: Myths vs Evidence
83

UNCRC
Article 12, as a general principle, is linked to the other general principles of the United 
Nations Economic and Social Council resolution 2005/20, in particular arts. 8, 19 and 
20. such as article 2 (the right to non-discrimination), article 6 (the right to life, survival 
and development) and, in particular, is interdependent with article 3 (primary 
consideration of the best interests of the child).  

The article is also closely linked with the articles related to civil rights and freedoms, 
particularly article 13 (the right to freedom of expression) and article 17 (the right to 
information).  

Furthermore, article 12 is connected to all other articles of the Convention, which 
cannot be fully implemented if the child is not respected as a subject with her or his 
own views on the rights enshrined in the respective articles and their implementation.  

The connection of article 12 to article 5 (evolving capacities of the child and  
appropriate direction and guidance from parents, see para. 84 of the present general  
comment) is of special relevance, since it is crucial that the guidance given by parents  
takes account of the evolving capacities of the child. 

Available at:  www.un.org/ecosoc/docs/2005/Resolution%202005-20.pdf 
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