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Our mission
Safe. Fair. Transparent data across 
the education sector in England. 

We work on the intersection of 
privacy, participation and child 
protection rights in both state and 
commercial use of children’s data.
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1. Introduction to the new ICO UK Code 
of Practice consultation. 

2. What does the new law require. 
3. What we think this matters. 
4. What are the risks and opportunities. 
5. What are we missing. 
6. How to make a submission.
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○ The Age-Appropriate Design Code was brought into 
UK legislation by Crossbench Peer, Baroness Kidron, 
with the support of Parliamentary Under-Secretary, 
Department for Digital, Culture, Media and Sport, Lord 
Ashton of Hyde, Opposition Spokesperson, Lord 
Stevenson of Balmacara, Conservative Peer, Baroness 
Harding of Winscombe and Liberal Democrat 
Spokesperson, Lord Clement-Jones of Clapham.
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○ The Commissioner must prepare a code of practice which contains such 
guidance as the Commissioner considers appropriate on standards of age-
appropriate design of relevant information society services which are likely to 
be accessed by children. 

○ The DPA includes an obligation to comply with the Code as it applies to 
Information Society Services (“ISS”), more commonly understood as online 
services. The ICO’s website confirms that the definition of an ISS includes 
websites, apps, search engines, online marketplaces and online content 
services, such as on-demand music,  gaming and video services and 
downloads. 



defenddigitalme.com�10



defenddigitalme.com�11

○ The basic definition of an ISS in Article 1(1)(b) of Directive (EU) 
2015/1535 is: 

○ “any service normally provided for remuneration, at a distance, by 
electronic means and at the individual request of a recipient of 
services. 

○ For the purposes of this definition: 
○ (i) ‘at a distance’ means that the service is provided without the 

parties being simultaneously present; 
○ (ii) ‘by electronic means’ means that the service is sent initially 

and received at its destination by means of electronic equipment 
for the processing (including digital compression) and storage of 
data, and entirely transmitted, conveyed and received by wire, 
by radio, by optical means or by other electromagnetic means; 

○ (iii) ‘at the individual request of a recipient of services’ means 
that the service is provided through the transmission of data on 
individual request.”
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1. Default privacy settings. 
2. Data Minimisation Standards. 
3. Terms and Conditions accessibility. 
4. Geoloaction technology. 
5. Profiling and Automated and semi-automated 

decision making. 
6. Transparency of paid-for content. 
7. Sharing and re-sale of data. 
8. Online screen time strategies. 
9. Rights to rectification, erasure, restriction. 
10.User reporting and resolution strategies.

Appropriate Design Online — a new UK Code of Practice is coming.
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○ The UN Convention on the Rights of the Child underpins this Code of Practice 
○ all the rights guaranteed by the Convention must be available to all children 

without discrimination of any kind (Article 2); 
○ the best interests of the child must be a primary consideration in all actions 

concerning children (Article 3); 
○ every child has the right to life, survival and development (Article 6); and 
○ the child’s views must be considered and taken into account in all matters 

affecting him or her (Article 12). 
○ no child shall be subjected to arbitrary or unlawful interference with his or her 

privacy, family, home or correspondence, nor to unlawful attacks on his or her 
honour and reputation. (Article 16) The child has the right to the protection of 
the law against such interference or attacks. 

○

○ Link to the full text of the UNCRC https://www.ohchr.org/en/professionalinterest/pages/crc.aspx
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The State of Data 2018

research of 400 
school online policies 
and practice 

apps 
profiling 
safeguarding 
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Behavioural insights

Profiling and nudge





One-way transparency
"Civitas Learning is one of a number of 
additional vendors now working closely with 
us as a result of the event. A leading analytics 
organisation in the US, Civitas has experience 
in using advanced analytics, machine learning 
and data science, through a vendor and 
solution-agnostic platform that’s integrated 
with more than 93% of VLEs and 85% of 
student information systems. It produces 
multiple institution-specific models, building 
approximately 30 predictive models per 
institution to more precisely leverage learning 
analytics. In the UK Civitas Learning’s work 
now spans post-1992 universities to Russell 
Group institutions, and its network currently 
includes more than 285 institutions campuses 
reaching more than 6.5 million students across 
the world.”

          source: JISC, 
January 3, 2017



“Children’s education should develop each 
child’s  personality, talents and abilities to 
the fullest.”

Freedom to Develop. Free from 
parental prejudices and data bias.  
Rights to protect reputation, and 
to promote human flourishing.

 [UN Convention of the Rights of the Child]
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How do we do 
capture ideas



Participation and  
“Age Appropriate” Design

• The language and presentation of terms and 
conditions and privacy notices 

• Ability to understand and activate a child’s right to 
object, erasure, rectification and restriction  

• Ability to access advice from independent 
specialist advocates on all data rights (Article 
80(2)) 



Why this matters ‘now’Privacy and Processing

•Default privacy settings, Data minimisation 
standards and Sharing, re-use and re-sale 
of data 

•Age verification and Anonymous IDs 
•Uses of geolocation technology 
•Automated and semi-automated profiling  
•Scope and its broader unintended 
consequences 

•Any other aspect of design



Policy

• Security 
• User Reporting and resolution processes and 

systems  
• Transparency of paid-for content, including 

product placement and marketing 
• Design strategies used to encourage extended 

online user (children’s) engagement 
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○ You can submit your response in one of the following ways: 
○ https://ico.org.uk/media/about-the-ico/consultations/2259276/

age-appropriate-design-code-call-for-evidence-08-1.docx 
○ Download and email to: childrenandtheGDPR@ICO.org.uk  

○ Or print and post to: 
Age Appropriate Design Code call for evidence  
Engagement Department 
Information Commissioner’s Office  
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire SK9 5AF 

○ If you need further information from the ICO on the call for 
evidence please telephone 0303 123 1113 and ask to speak to 
the Engagement Department about the Age Appropriate Design 
Code or email childrenandtheGDPR@ICO.org.uk



Before you go…



Make a free Subject Access Request via NPD.REQUESTS@education.gov.uk



Get in touch 

@defenddigitalme 
@TheABB 

info@defenddigitalme.com 

  
@defenddigitalme 


