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“The sensitivity of
digitized pupil and
student data should not
be underestimated”

International Working Group on Data Protection in

TelecommunicationsWorking Paper on e-Learning
Platforms
(April 2017)




Who Needs to be Told What? What Schools Need to Do to
Meet their Duties on Data Protection and Privacy

* What does a day-in-the-life of a datafied child look like at
your school, and can you explain it?

* Do you understand how the National Pupil Database
works and what you need to tell families?

* What impact do emerging technologies have on your data
processing duties?

» Case studies from legal challenges and regulatory
enforcement

» Security and privacy: How not to be the next news story



What does a day-in-the-
life of a datafied child
look like at your school,
and can you explain it?

defenddigitalme.com
#MyRecordsMyRights



Cashless catering systems connected to biometric
identity systems

There is no requirement to ask for
consent to capture a child’s
biometrics in school in England /
Wales / Scotland / Northern Ireland?

True or false?




State of Data survey of 1,004 parents (February 2018)

‘ ‘ You sald your school uses biometric

technology. Were you offered a choice
whether to use this system or not?

defendigitalme believes a Code of Practice i1s needed
that covers use of children's biometrics and better
data protection practice. The 2012 Protection of
Freedoms Act requires both parents and the child to
be asked for consent to use a child's biometrics, and
an alternative method to be on offer. .




“Children do not lose
their human rights by
virtue of passing
through the school
gates”

UN Committee on the Rights of the Child, on
‘The aims of education’, 2001




Insufficient legal basis for data processing (Art. 5 (1)
c) GDPR, Art. 9 GDPR, Art. 35 GDPR, Art. 36 GDPR)

A school in Skelleftea, Sweden, made a trial to use facial recognition technology. The fine was imposed
against the school which had used facial recognition technology to monitor the attendance of
students. Even though, in general, data processing for the purpose of monitoring attendance is
possible doing so with facial recognition is disproportioned to the goal to monitor attendance. The
supervisory authority is of the opinion that biometric data of students was processed which is why Art.
9 GDPR is applicable. Additionally, the authority argued that consent can not be applied since students
and their guardians cannot freely decide if they/their children want to be monitored for attendance
purposes. When examining if the school board can rely on any of the exemptions listed in Art. 9 (2), the
supervisory authority found that this was not the case. The supervisory authority also found that there
was a case of a processing activity with high risks since new technology was used to process sensitive
personal data concerning children who are in a dependency position to the high school board and due
to camera surveillance being used in the students everyday environment. In the view of the authority,
the school board was not able to demonstrate compliance with Art. 35 GDPR and that the school
board was required to consult the authority in accordance with Art. 36 (1) GDPR.

School in Skelleftea
Data Protection Authority of Sweden

August 2019
Fine: 18,630 Euros




Failure of Fundamental Principles: proportionality and necessity

Artificial Intelligence Oct 3

France plans to use facial recognition to let : o : : .
citizens access government services Facial recognition is too invasive.

the goals the facial-recognition
program would help reach, could "be
achieved by much less intrusive means
Iin terms of privacy and individual
freedoms.™

The news: France is planning to incorporate facial recognition technology
into a mandatory digital identity for its citizens, Bloomberg reports. It's part
of plans to roll out an ID program, called Alicem, in November. The

o
government claims the app will “make the state more efficient” by letting Dally DaShboard

citizens access public services like taxes or social security online, using
their secure digital identity.
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Insufficient technical and organisational measures
to ensure information security (Art. 32 GDPR)

Fine for security vulnerabilities in a mobile messaging app
developed for use in an Oslo school. The app allows
parents and students to send messages to school staff.
Due to insufficient technical and organisational measures to
protect information security, unauthorised persons were
able to log in as authorised users and gain access to
personal data about students, legal representatives and
employees.

Oslo Municipal Education Department
Norwegian Supervisory Authority (Datatilsynet)
April 2019

Fine: 203,000 Euros




New York’s student data laws on security

New York’s Student Data law includes a specific
requirement to encrypt student data in line with the
encryption requirements of the federal Health
Insurance Portability and Accountabillity Act
(HIPAA) (N.Y. Educ. Law § 2-D(5)(f)(5)).




What about legal basis and consent (Art. 6 GDPR

MONTGOMERY COUNTY PUBLIC SCHOOLS
Online Digital Tools Consent Form

Dear Parents and Guardians,

MCPS teachers may utilize a variety of supplemental online digital tools to reinforce the district’s instructional
program. In the list below, you will find supplemental tools that may be used by teachers. These tools have been
evaluated to be safe for student use and are consistent with federal laws on student data privacy.

ABC Mouse Educreations IXL Quizalize Storyboard That
ABCya Epic! Kahoot Quizizz Thinglink
Animoto Everfi Khan Academy Quizlet Toontastic
BookCreator Figure Menti/Mentimeter Reason Compact Typing Club
Canva Flipgrid Opinion Remind Unity
ClassDojo Freckle Math Padlet Scratch UnStuck
Code.org Glogster.edu Pear Deck Scratch Jr. Vocaroo
Conjuguemos Goosechase Playground Physics Screencastify Weebly
CoSpaces EDU HP Reveal Playposit Seesaw Wixie
Desmos iICivics Poll Everywhere Socrative XtraMath
Doodle Buddy Incredibox Powtoon Splash Math
Edpuzzie Insta360 ONE X Prodigy Splice

MCPS requests your consent to allow your student to use the supplemental tools listed above, as these tools may
collect personally identifiable student information, such as first and last name, classroom teacher, or grade level.

This information is typically collected by online digital tools to enable use of the tool and to track student

.
Montgomery County Public Schools,
progress.,
M aryland U » S . Descriptions of the above supplemental tools are provided on the following pages. Links to each supplemental
tool's terms of service and privacy policy, as wel iditional information on MCPS' data privacy practices, are
October 2019
, | ) use the above tools, alternative instructional activities

If you choose not to provide consent for your

162,680 pupils (2018-2019) il beprovided.

Yes, | consent to my student No. | do not consent to my student’s use of the

supplemental online digital tools listed above supplemental online digital tools listed above

Student Name:

Student 1D Number:
Parent/Guardian Name:
Parent/Guardian Signature:

Date:

e ——
! Data Privacy and Security website: 1)!




What do you tell your pupils and why?

What does your classroom
management software do?
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School uses “electronic signatures”.
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‘the price of innovation

does not need to be the 9
erosion of fundamental -
privacy rights.” -

f

Elizabeth Denham, ICO, 3 July 2017,
findings on Google DeepMind and Royal Free Hospital unlawful
processing of health data for the company’s product development



“Consent and contract
terms must be
rethought in the context
of education.”

defenddigitalme, 2019




Recommendations for radical reform to deliver a rights-
respecting digital environment in schools

Reducing the investigative burden

On children’s agency

The role of families

The role of school staff

A model management framework not consent
Procurement

Automated decisions, profiling, and Al
Horizon scanning on new technology
On the permanent single record
Representation and remedy

Data cycle lifetime accountabillity




And finally

Please register and remember to vote

" UK House of Commons £ @HouseofCommons - 3h
The 2019 General Election will happen on 12 December 2019.

Key deadlines for your diary:

/ Voter registration deadline: 26 November
' Deadline for postal vote applications: 26 November
/ Deadline for proxy vote applications: 4 December

More info: parliament.uk/about/how/elec...




) @defenddigitalme
© @TheABB

jen@defenddigitalme.com

defenddigitalme.com



Appendix for post
event reference



Some of the US laws passed in last 5 years

« Arizona: For school districts that release directory information to educational and occupational/military recruiters, they
must provide students with the opportunity to opt-out of that release.

* Arizona: Student transcripts can’t be released unless the student consents in writing.

» Arizona: Ban on targeted advertising, using information to create profiles about students, sell or rent student’s information,
or disclose covered information.

« Arkansas: Ban on the state board or the state Dept. of Ed. from providing access of any student personal data collected at
the state level to the federal Dept. of Ed or any Dept. of Ed program, nor their TA providers, research partners, government
assistance organizations, or program monitors without parental consent.

« California: information can only be collected, used, and retained to administer the public services or programs for which
that information was collected or obtained.

» Colorado: Prohibits collection of health records and biometric information and limits transfer of student data.
» Florida: Requires State Board to annually notify parents and students of their FERPA rights. Prohibits collection or
retention of information such as political and religious affiliation, voting history, or biometric information of student, sibling,

or parent. Prohibits use of a student’s SSN as their identification number.

» Maryland: Longitudinal Data System shall be limited to no longer than 20 years from the date of latest attendance in any
educational institution in the State.

- Montana: provisions apply to the purchase, merger, or other acquisition of an operator by another entity.

« Oregon: allow parents “the right to limit the collection, storage, use and transmittal of academic information and personally
identifiable data.” Would allow parents to opt-out of statewide summative assessments.

» Virginia: prevent a school service provider from using data for behaviorally targeting advertisements to students



